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Goal: “Standard” FHE Benchmarking Suite(s)

® From a technology-consumer point of view

® Help businesses make decisions:
" Which of my workloads could feasibly use FHE?

® Which implementation(s) of what variant(s) should | use?

® Method:

® ldentify use-cases of interest

" Describe workloads that shed light on the performance
characteristics for these use-cases

" Collect workloads into (one or more) benchmarking suites
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o Enablesloose coupling of ML and knowledge bases

* LLM from OrgA can call knowledge-base from orgB

o Representative workload: Compute cosine similarity,
return closest match




Example: Private Key-Value Fetch
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o Commercial customers access to

noSQL databases elsewhere

o Maybe on behalf of end users
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Example in the web3 space

® Use Case examples from Remi’s excellent talk

® Representative workloads?

® Many concurrent heterogenic “simple” operations?
X 64-bit comparisons, additions, thresholding

*%* Small-table lookups

.
% ...

® Who are the technology-consumers here?

% Blockchain providers that was to adopt FHE?

® Blockchain users that was to deploy smart contracts?



What Makes Good Benchmarks?

® Relevant: Benchmark numbers provide useful input for
making FHE-deployment decisions

" Not just mar

eting value to the implementors

® Well Specifiec

" Data: Database size? Datatypes? Precision? Dynamicity?

® Process: Preconditions? Function? Postconditions?

® Performance: Time? Space? Single-threaded? Multi-threaded?
Accelerated?



Breakout Session Blurb

® This breakout session focuses on both applications where
FHE provides real-world value, and benchmarks that allow
solution providers and users to asses the performance of
solutions. Example use-cases may include ML/AI applications
where the model or the query must remain secret, data-
access with private queries such as PIR or PSI, and simple
general-purpose program such as smart contacts in web3
architectures. A major goal of this breakout session is to
continue community efforts to develop a benchmarking
suite for FHE, with concrete workloads relevant to real-world
applications, and their performance characteristics.




